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| Overview

* |Information Technology Services Centre (ITSC) aspires to
become a forward-looking centre of excellence providing
enabling solutions and leveraging cutting-edge technology to
advance the strategic priorities of the University.
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Assessing IT
Resources &
Services
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ITSC web site lists all accessible
services to students

myLingnan Portal is profile-based to
display your entitled services

Login to Lingnan Campus Network

enables you to access all IT
resources and services
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ITSC web site

* https://www.In.edu.hk/itsc/

Z: User Account Services = Email =  Network Connection
® User Accounts ® Email Services ® Campus Network
® Mew User Account Activation o Webmail ® Wi-Fi Access
® Account and Password Management © Checking Email Quota ® VPN Connection
® Account Termination o Auto Reply and Email Forwarding ® Connection of loT Devices to the Campus Wi-Fi
®  Account Services for Long-serving Retired Staff = Email Alias Nebwork
@ Manage Departmental, Project and Contractor ©  Microsoft Qutlock App

ote ® Bulk Mail Management System

# Learning and Teaching Services # IT Facilities # Campus-Wide IT Systems
® ChatGPT Service @ Teaching and Classroom Support ® myLingnan Portal
® LU Mobile ©  Lecture Theatres ® ERP Banner System
® e-Learning on Moodle ¢ Lecture Rooms ® Microsoft Sharepoint
@ Moodle Mobile = Tutorial Rooms ® Website Publishing
® Plagiarism - iThenticate « Teaching Computer Laboratories @ Registration Builder
® Qualtrics Survey System © Language Laboratories
® Online Video Platform - Panopto > Black Box Theatre

‘® Online Teaching and Video Conferencing - Zoom ® General Computer Laboratories

® \Video Confaerencing - Microsoft Teams ® AV Equipment Support {(non-teaching venues)
® Term-end Course Teaching and Learning Ol Hybrid Classreoms

Evaluation (CTLE)
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ITSC web site

* https://www.In.edu.hk/itsc/

sl Computing Services #  Audio Visual Services ' Telephone
@ Printing ® Ewvent Support Services ® Campus Telephone (IP Phones)
@ Software ® Desktop PC/ AV Equipment On Loan for ® Softphone
@ Microsoft Office 365 ProPlus supporting University Events ®  Voice Mail
@ Research Computing
® Microsoft OneDrive
‘® Networked Disk Storage
® Remote Desktop Connection
0 Information Security 22 User Training #  Help and Enquiry
® Data Governance and Protection ® Information Literacy Courses ® |TsC/Library Helpdesk
® Cybersecurity Training ® COrientation ® ITSC Service Counter
@ MNetwork Access Control (NAC) @ Other Seminars ® Hotline and Email

® Two Factor Authentication (2FA)

@ Data Encryption Solution

® Report Phishing Emails

@ Spam Control

@ Best Practice
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Accessing Banner System (Staff Information), eLearning, Degree Works, CTLE

MYLINGNAN PORTAL
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Login to myLingnan Portal (1)

23 In.edu.hk

Information for ¥ Quick Links & Giving  Jobs

@ Lingnani & X & . . “|ON for SERVICE
University ## Hong Kong Academic & Admin Depts —f)i?f N
About Lingnan Admissions Academics Research and Innovation Teaching and Learnii  Library »al Engagement

Registry

Chinese Medicine Clinic

Lingnan Strategies in the S [
Spotlight at Digital .

Webmail

Universities Asia 2025 ;... - Jetae.

Explore More @
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Login to myLingnan Portal (1)

2. Click MyLingnan Portal under the

Quick Links menu

Giving Jobs E | B « O

@ Lingnan& 1 X 2 . . “ION for SERVICE
Unlversny ## Hong Kong Academic & Admin Depts WA - I
Library

About Lingnan Admissions Academics Research and Innovation Teaching and Learnil

»al Engagement

1. Access LU homepage in any Registry
browser

Chinese Medicine Clinic

Lingnan Strategies in the » - Baelaq
Spotlight at Digital YiTS L R
Universities Asia 2025 ..: - ez

Explore More @
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Login to Lingnan Campus Network

* |Input your Lingnan

account credentials ¥ | Enteryour Lingnan I S
in the fO”OWII’]g LU v 2 use&ame and password

. " ! < Sign in with your Lingnan accou
Login Page o R ‘,, |

* If successful, you will &
be granted the

‘\ 2. Click “Sign in”

access. I R dl
[Forgot Password

* If you forgot your - , e Ny

password, please e Click this only if you

forgot your password

click “Forgot
Password”.
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" Forgot Password (1)

@ Lingnani i x 2 A B

Umversﬂy § Hong Kong

* Access to
Self-Service Password Management

https://selfservice.ln.edu.hk | ceeemeroruwsensme 1. Enter your Lingnan
| | / username
i Enter your use rname and Please enter the code below to ensure you are not a robot.

verification code %‘L ;}*ﬂm;

Refresh

Code in the textbox:

Lingnansi & X 2 '
Cohbyi oty e onuend 3. Click Forgot Password

Self-Service Password Managemen

2. Enter the verification code,
and click ‘Next’

Please select one of the options below:

? v

ﬁ Forgot Password ﬁ Change Password
9 Reset Security Questions

Reset Personal Email

n.

10
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Forgot Password (2)

@ Lingnansi i X & Lingnan i # X 3
University w# Hong¥ang Univerm

Self-Service Password Management: Verify Your Identity Self-Service Password Management: Verify Your Identity

Please answer the following  Your mother’s nickname
questions to verify your ’
identity.

A verification code has been sent to your personal email: . Please enter
‘ the verification code below.

Place where you travelled for the first time . ”
| ¢ Verification Code:

|

Your dream car

4. Fill the security questions,

5. Check your personal mail and find the
and click ‘Next’

verification code, fill the box and click ‘Next’

11
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" Forgot Password (3)

Lingnanii # X &

University s tongXong

Self-Service Password Management: You were successfully authenticated.

The password needs to be: minimum of 8 characters in length, mixture of alphabetic and
numeric characters.

Enter your new password:

6. Fill the new password, and

Re-enter the password: C|i Ck ‘N ext’

| |

Password has been reset.
Please try to login again.

12
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myLingnan Portal — what's there? (1)

§5 Lingnan 2 mylingnan Portal 3 ® sign Out

University &z

Employee

Home Lingnan University / Employee

Employee

Academic Matters Banner Self-Services for Employees Vaccination Record Uploading Information for Staff

System

= Reports

Employee Services

EEHSRFNRE S

Personal Information Y 4
A Information Hub Upload Vaccination Record Employee Assistance Programme — j
5 o =
[# IT Corner Internet Explorer is end of support by Microsoft, please gﬁ*-‘!‘tﬂ”ﬁi‘fl‘] @
Lingnan University -

use Microsoft Edge Community Service Programme

o msc Banner Self-Services Handy Shortcut

e ADMISSION OF
fege 4= = ISTUDENTS AGED UNDER 18

Current and Past Job
eEmployer Tax Return
Leave Application

Department Intranets

Leave Calendar
Mandatory Provident Fund (MPF)
Pay Advice

CO Intranet
CO Forms
HRO Staff Corner
OCCBGA Intranet
Registry Intranet

Crisis Management

Pay Dates for Month-pay Staff Members
Pay Dates for Part-time Staff Members/Helpers
Personal Profile Display Setup

Crisis Management Plan
Online Crisis Awareness Training

Medical and Dental Benefits Administration System (for

eligible staff only)

Web Applications Human Resources Management

System

Banner System

elLeave

13
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myLingnan Portal — what's there? (2)

* myLingnan Portal is your 'one stop' portal to access Lingnan
University's online services in a secure way

e Whatis in there?

— All university-wide announcements and notices for staff and students
will be posted here

— Your employment information
— elLearning system (Moodle), etc.

14
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myLingnan Portal Resources

e Banner Self Services for Academic Matters

— Input final grades, teaching schedules, class list, etc.

* elLearning

— Access to the Moodle Online Learning System

Academic Matters

L] .
2 Home Lingnan University / Academic Matters

v Employee

O Deacemic Matters Application for Academic Matters e-Learning

& Reports

Course Management System Moodle
A Inf ™ « For off-campus access, you need to set up a VPN Moodle Services Request Form
Information Hu ; -
connection first. Moodle Merge Course System

> Grade Endorsement (for Heads of Dept. / Programme
(@ IT Corner o

Directors)

2 1Tsc Faculty Schedule by Day and Time

Generative Al Tools

e i

Faculty Service: s
Update of Personal Particulars (for UG and RPg

Students)

EDUCATION for SERVICE

TERIEA - MRS &

15
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What is Banner System?

* A comprehensive computer information system that contains
information on courses, students, faculty, staff, and alumni

e All information from student to alumni, registration to
graduation are all managed in one system

16
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What is eLearning?

* Moodle is the eLearning platform that allows teachers and
students to participate in interactive online courses

 The majority of academic courses are accessible on Moodle

17
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What is Degree Works?

* Degree Works is a degree-advising tool to serve as course
planning and advising for students and advisors and also as a
degree auditing tool to check your graduation status

18
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Course Teaching and Learning Evaluation (CTLE)?

At the end of each term, all
students are required to complete a
survey questionnaire on the course
to let all academics hear their
opinions on the course

The My CTLE system provides
instructors to view his/her course’s
term-end CTLE response rate

For details, please visit:

https://www.In.edu.hk/itsc/services
/learning-and-teaching-services/ctle

My CTLE Administration Informatio

22 Home

¥y Staff Hub

] Academic Matters

B Information Hub

A IT Corner

19
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ChatGPT Service

* The service was launched in July
2023 to support University's
strategy on use of advanced
technologies to facilitate learning

* |t currently supports the use of
GPT-3.5/40/4 Turbo, DeepSeek,
as well as image generation
function with DALL-E 3 model

* https://chatgpt.In.edu.hk

Use of ChatGPT for Lingnan University

Lingnan University provides this ChatGPT platform building on Azure OpenAl to support
student learning. The following terms and conditions are to ensure the tool is used
appropriately and effectively while adhering to strict academic integrity standards. Users
should agree to these Terms and Conditions before using ChatGPT:

1. Access: The service is open to all staff and students.

2. Use of ChatGPT: Use of ChatGPT is restricted to professional and research-related
purposes. The tool should be used with caution and should be restricted to
researching for the projects or assignments, but not directly to producing the end
products or written assignments. You are prohibited from using ChatGPT for
personal or other non-academic study-related purposes. To ensure the University's
academic integrity, any possible misuse of ChatGPT, whether intentional or
accidental, must be reported immediately to the respective faculty department for
investigation and resolution. You are required to adhere to Microsoft's Code of
Conduct for Azure OpenAl Service.

w

. Quota: The service is built on Microsoft's Azure OpenAl. To ensure fair use and within
the University budget, a fixed amount of expenditure for each user is setin each
calendar month. Once the limit is reached, a user is suspended from access until the
next month.

4. Account Security: You are responsible for keeping secure your Lingnan account for

ChatGPT. Do not disclose your account information to any third parties. If you
suspect any unauthorized use of your account, please contact ITSC (itsc@ln.edu.hk).

(94

. Response Accuracy: ChatGPT's accuracy is not guaranteed, so you are accountable
for confirming the accuracy of any responses provided by ChatGPT.

TERIEA - MRS &

=
7
/ S r—
= - = e vz, 2T

20
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E-mail Services

Network Services — Internet, Wi-
Fi and Hostel Network

Network Printing

21
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How to Login to Webmail?

2. Click webmail under the Quick

Links menu

Information For Quick Links «. Cving Jobs B | B « Q

@ Lingnan i & 1. Access LU homepage in a L N SERVICE
UnlverSIiy = browser Academic & Admin Depts m

About Lingnan Admissions Academics Research and Innovation Teaching and Learnii  Library »al Engagement

Registry

Chinese Medicine Clinic

Lingnan Strategies in the + - R
Spotlight at Digital R ...
Universities Asia 2025 @. gy o

Explore More —@

22
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How to Login to Webmail:
2. Enter your Lingnan
Lingnan Home > Sign in with your Lingnan account username and password
w
Webm a I I LJSEI'I'IEI'I'IE
Password

‘ D E— 3. Click “Sign in”

=

I ] = £ Mark all as read Undo
B > Favorites ) Focused Other = Filter
&8 & Inbox 4
2 B> Sent Items
Vs T Deleted tems 2
Add favorite
L |
~ Folders » /
-
< Groups
0 Select an item to read
New group
Nothing s selected
o Discover groups

23
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Email Alias

* An alternate email address associated to one’s email account

* Emails sent to / from the email alias are referring to the one’s
actual email address

IT Corner

==
&2 Home Lingnan University / IT Corner

w Employee

* Log in "myLingnan Portal",
select “IT Corner” oot daiog: ITSC/Library Helpdesk

&= Reports
Welcome to

ITSC/LIBRARY Helpdesk( ? ) *

* Click “Apply for Email Alias”

A Information Hub

(& IT Corner

IT Services

Account and Password Management System
| Apply for Email Alias I 2
Bulk Mail Management System

24
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Internet, Wi-Fi, IP Phone

NETWORK SERVICES

25
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Internet and Wi-Fi Services

. ':!' * Provide close to 100% coverage across
s f ] the campus
» Using IEEE 802.11a/b/g/n/ac/ax
Jw compliant wireless LAN
- -6 e Authenticate with your Lingnan

University username and password,
using one of the following SSIDs : LU-
Advanced or LU

e More details could be found here:
—  https://www.In.edu.hk/itsc/services/network/wireless-

\/ connection

26
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- Connect Wi-Fi For iOS (1)

1. Go to Setting in your mobile device and 2. Make sure your Wi-Fi is turned on.
select Wi-Fi Choose either LU or LU-Advanced
£ Settings Wi-Fi
Settings . - .
Wi-Fi \J
Airplane Mode
Wi-Fi Not Connected CHOOSE A NETWORK...
Bluetooth On ALUMNI a a,:_x @
Mobile Data
Personal Hotspot Off eduroam &= @
LU a = (i)
LU-Advanced a = (i)

27
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3. Enter your Lingnan username and 4. Click Trust to install the Lingnan
password, select Join certificate, if promoted.
Enter the password for “LU-Advanced” Cancel Certificate Trust
Cancel Enter Password

% wifi.In.edu.hk
e Issued by DigiCert SHA2 High Assuran...

Not Trusted

Username |

Password Expires 8/1/2020, 20:00:00

More Details
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Connect Wi-Fi For Android
. ] < Wi-Fi Wi-Fi Direct ADVANCED
1. Make sure your Wi-Fi has | | 2. Follow the setting below
( } .
been turned on B a. Choose either LU or LU-
( EAP method Advanced
PEAP «
\ o b. Choose PEAP as EAP method
< Wi-Fi Wi-Fi Dire@,  ADVANCED Phase 2 authentication ) .
| None v . Choose Don’t validate as CA
o @ CA certificate Certificate
AUAILABLERETHORES Don't validate ¥ . Enter your username in
W, el it Y/ identity and password
e W Identity . Choose Connect
= Username
3 LU-Advanced

Anonymous identity

Password
Enter password
() Show password

€ Auto reconnect

() Show advanced options

CANCEL CONNECT

29
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Connect Wired Network via Desktop PC

* Only domain-joint PCs are
allowed to use wired network

e Power on your PC and monitor

* Press any key on your keyboard R
or click the mouse

Other user

* Enter your Lingnan username
and password as “Username”
and “Password” respectively

e Press “Enter” when finished

30
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Telephone Services

* Lingnan University uses a CISCO
IP telephone system

e Access code for dialing to the
public Tel. no. is ‘9’

e Access number for voice mail is
2616 7220

e More details could be found
here:

— https://www.In.edu.hk/itsc/services
/telephone/campus-telephone-ip-

phone

31
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MULTIMEDIA AND AV SERVICES
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Teaching and Classroom Support

e Audio Visual (AV) equipment is
available in all teaching venues

 This includes:

Central control user interface

Projection system

Build-in computer

Notebook input (HDMI / VGA)

Visualizer

Blu-ray player

Gooseneck microphone

Wireless microphone (On-loan equipment)

e Detailsin:

https://www.In.edu.hk/itsc/services/it-
facilities/teaching-and-classroom-support

MPL130567

LKKGO3

AV Control Interface

33
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AV Equipment On-loan Services

A wide range of AV equipment is on-
loan from ITSC for supporting
University events:

— Portable PA
— Notebook computer

— Wireless microphone

— Wireless presenter

— TV set

— Digital video camcorder
— MP3 Recorder

— Camera tripod

— Portable visualizer, etc.

34
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EEEEEEEEEEEEEEEEEEE
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ON for SERVICE
Contact Lingnan F - IResrk e

Update Connections

§ 8

Faculty and Staff

Lingnanii 8 X #

University ## Hong kong 5 T—

Current Lingnanian
Events Forum (TPg) Associations

Teachin orary @
o |/Seniees Eo Bt

Schedule
Student: v Slve to
N ingnan

Registry Student Affz

° ‘ 4\
LU Mobile ' ~
— J 1 gleur::;ilts
* < |
4 . INc : IT Services

Available to oloaring | Sohoolof
Studies

— Students
— Staff i

Wayfinding
Map

Find a Printer

Social Linkedin

. Facebook Video Lingnan Touch Press Releases
i AI u m n I There is no notice today
= abumin
o B M
g [ et | o [ Events Calendar Undergrad Ad- Wayfinding
missions Map
; A, - ’
— G u e Sts WA fTE—FHHERE National Flag [N SAVIpS
Raising Ceremony on HKSAR Viap ‘Tt “II o ﬂ
Establishment Day at LU
s g % il - Catering Library Search Enquiries Photo Gallery
BMARTHEERS BREBSTHREMRL
—+73B%E Lingnan University holds National...
ECEN
YOUTUBE < >
Department of
Economics
Calendar Job ' o = P ®
nrormation Help Full Site Feedback  Web Accessibil
Infi t
it
System 2

£ My Persona: Guests 5

No posts found
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- Download the LU Mobile

LUmobile & Cancel
You can download it from different app stores,
please search ‘LU mobile’; S . e
o - :
or use the following QR code e 2e2e BHN
g .t L
= _.:

For more information,
https://www.In.edu.hk/itsc/services/learning-and-teaching-services/lu-mobile

2 Available on the
‘App Store

ANDROID APF QN

?b Google play

37


https://www.ln.edu.hk/itsc/services/learning-and-teaching-services/lu-mobile
https://www.ln.edu.hk/itsc/services/learning-and-teaching-services/lu-mobile
https://www.ln.edu.hk/itsc/services/learning-and-teaching-services/lu-mobile
https://www.ln.edu.hk/itsc/services/learning-and-teaching-services/lu-mobile
https://www.ln.edu.hk/itsc/services/learning-and-teaching-services/lu-mobile
https://www.ln.edu.hk/itsc/services/learning-and-teaching-services/lu-mobile
https://www.ln.edu.hk/itsc/services/learning-and-teaching-services/lu-mobile
https://www.ln.edu.hk/itsc/services/learning-and-teaching-services/lu-mobile
https://www.ln.edu.hk/itsc/services/learning-and-teaching-services/lu-mobile

Lin g n a n %ué @ * % EDUCATION for SERVICE

University = HongKong VERBEA - MBS o

How to Switch Among Different Roles

LU Mobile 11l=
3 4:21 all & =)
Lingnanz: f X &
University s Hong Kong < Back Persona selector 1 =
Guests >
in @\\ f v/ Students >
Lirkscd) VIRILG nstRgRm Facatonk FGCU“)’ and Staff >
@l ff‘ Alumni >
)
Press Aokasun Evants Bt B Mok
wieln {
m m @ It
Calerxty Undenyad Ad Wintrding Map Caterling

missons

m 6 e

Lirary Seach Engquines Fhoto Galery

o My Persona Guests
>
Tes

o 10 awitch persons
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INFORMATION LITERACY
TRAINING COURSES
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Information Literacy Training Courses

Information Literacy Training Courses

Microsoft Excel Advanced

Qualtrics Fundamentals
Qualtrics Advanced

Details in:
nttps://www.In.edu.hk/itsc/services/user-training/information-
iteracy

40
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Information Security Policies & Guidelines

* Information Security Policy

— Information Security (IS) Policy provides high-level rules and principles of governance and control
of information security for the University. The IS policies are approved by the management of the
University.

— All users should go through the IS Policy before using IT facilities provided by the University.
 The full Policy is available here:

— https://www.LN.edu.hk/itsc/policies-and-guidelines/information-security-policy
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Cybersecurity Online Training

e All students are encouraged to acquire the Cybersecurity

knowledge from the online training platform so that we can
build a secure campus together.

* More information on the Cybersecurity Training can be found
here:

— https://www.In.edu.hk/itsc/services/information-
security/cybersecurity-training
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Unlock Account

Your account will be locked after 10 failed logon attempts across all ITSC systems. If you have set up
the security questions, you can proceed to unlock your account.

« Access to https://selfservice.ln.edu.hk

@I.ln nan m )\

University = «--:.1
3. Fill the security questions,
Self-Service Password Management _ and click ‘Next’

)Lingnan s m X &

Please enter your username

' 1. Enter your Lingnan
| Rl Username

Please enter the code below to ensure you are not a robot.

University s tongkong l
~Service Password Management: Verify Your Identity

i aur account is locked. Name of city you were born
Q“i g&‘ {‘IXM};‘ ease answer the following ‘
s 2 lestions to verify your
Refresh entity. Mame of a remarkable person or mentor important to you
Code i the toxtbox 2. Enter the verification
: { 7 -
| COde, and CIICk Next ‘Placewhereyou travelled fortheﬂrstthe
Next
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UniversiTy &8 Hongkong Un IOCk Account (2)

Dear User, /

Your verification code i:lease enter your verification code to complete the reset
password / account unlock process.

4. Enter the verification code sent to your personal e-mail and

Should you have any queries, please do not hesitate to email to itsc@In.edu.hk or contact 0 n ]
our hotline at 2616 7995. click "Next".

Regards,

ITsc

@ Lingnars # 5. Account is unlocked. If you need to reset the
B B password, click ‘Yes’. If not, click ‘No’ to close the
window.

Self-Service Password Management
Please enter your username.

Please enter the code below to ensure you are not a robot.
i " Fox s 3 L

Lingnanii /i X &

University s Hongkang

Seeimid Self-Service Password Management: You were successfully authenticated.
efresh
Your account is unlocked. Would you like to reset password?
Code n the textbox:
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Change Password?

* Access to
https://selfservice.In.edu.hk @ Lingnans o + 3
University i Hong kong
=
I Enter you rusername d nd Self-Service Password Management ur;.;errr-]Z:)nuer
Verification COde PleaseentérpCurusername..

Please enter the code below to ensure you are not a robo

Red."rea'l ’ om0 .
Enter the verification

Code in the textbox

| code
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""" Change Password? (2)

@ | 3 Lingnanii s X 2
e Llngunnggr% gUni\rersiinlHongi{cng

Self-Service Password Management Self-Service Password Management: Login

To protect your account, you should update your password regularly.

Please select one of the options below:

2 Password:
a Forgot Password a Change Password

®
9 Reset Security Questions <7 Reset Personal Email
Enter your current

password

a7
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Change Password? (3)

Lingnanii f X 2

University #: Hong kong

Enter new password twice and

Change Password Portal: Change Your Password press “Confirm”

The password needs to be: Your new password:
minimum of & characters in
length, mixture of alphabetic
and numeric characters,
different from your last 3

passwords,

Confirm password:

Confirm
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Choosing a Strong Password

Below are some guides on choosing a strong password:
— Don’t use one password for all accounts

— Password should have at least 8 characters long with a combination of upper-
and lower-case characters and numbers

— Don’t include your name or part of your name, birthdate, mobile number in your
password

— Don’t use easy to guess word or sentence as password

Weak Strong

John1991 uZ#+68w&ZmDz%e3F

® ©
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What is Two Factor Authentication
(2FA)

 The Two-Factor Authentication (2FA) is an important component in
Information Security.

e 2FA adds an additional layer of security protection to the
authentication process by making it harder for attackers to gain
access to a person's online account.

* To enhance the protection of students’ personal data and tighten
the information security of the University, Lingnan University has
implemented the 2FA solution.

e Watch this video to understand what is 2FA
Why 2FA? [Video]
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How 2FA works?

* 2FA is mandatory for all users, and required when logging into
all systems, no matter users are inside or outside the campus
network.

e More details can be found here:

* https://www.In.edu.hk/itsc/services/information-security/two-
factor-authentication

R
Secure your accé’t‘lgt“ with
TWO-FACTOR AUTHENTICATION

REGISTER NOW!

51


https://www.ln.edu.hk/itsc/services/information-security/two-factor-authentication
https://www.ln.edu.hk/itsc/services/information-security/two-factor-authentication
https://www.ln.edu.hk/itsc/services/information-security/two-factor-authentication
https://www.ln.edu.hk/itsc/services/information-security/two-factor-authentication
https://www.ln.edu.hk/itsc/services/information-security/two-factor-authentication
https://www.ln.edu.hk/itsc/services/information-security/two-factor-authentication
https://www.ln.edu.hk/itsc/services/information-security/two-factor-authentication
https://www.ln.edu.hk/itsc/services/information-security/two-factor-authentication

@ Linghani B A £

EDUCATION for SERVIC
University & HongKong VERBEA - IRBS A&

How to Secure Your Password

* Do not share your password with anyone
* Do not disclose your password to anyone including ITSC staff
* Do not store passwords in any physical location

* Do not store passwords on a mobile device without encryption
and password protection

* Avoid to input your username or password via public Wi-Fi or
onh public computers

* Change your password regularly
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How to Protect Your Personal Data through the Internet

» Avoid data/personal data leakage through the INTERNET
— Do not visit any suspicious websites
— Do not download software or media files from an unknown source
— Do not open suspicious emails

— Do not open any URLs on suspicious emails (it may be “phishing
emails”)

— Always check the URL or email address before you login or respond
with your personal information

53



@ Lin 9 n‘g n /;\?é ﬁfj k %‘% EDUCATION for SERVICE

University & HongKong VERBEA - IRBS A&

How to Avoid Data Leakage from Storage Media

* Avoid data/personal data leakage from STORAGE MEDIA

— Do not leave storage media unattended in public areas

— Keep the storage media in a secure place (with lock and key) when not in
use

— Do not rely on USB storage devices to store sensitive data

— Use data encryption and secure devices/media to protect your data where
necessary

— |TSC advised using Microsoft BitLocker To Go to encrypt USB drives:
* https://www.In.edu.hk/itsc/services/information-security/data-encryption-solution

— |f you must copy sensitive data to a USB storage device, delete the data
immediately after use
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How to Avoid Data Leakage from Personal Computer

* Avoid data/personal data leakage from PERSONAL COMPUTERS

— Protect your personal computer by installing anti-virus/anti-malware
software

— Always check and make sure the anti-virus/anti-malware software
and its definition files are up-to-date

— Install and enable a personal firewall
— Always apply latest update and patches to your operation system
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How to Identify Phishing Emails

How to identify a Phishing email...

L] L] L] L] L]
* Phishing is an email that tries to
This name is editable and can be medified by the sender. Hacker usually pretending to be someone

you know or some service you are using (e.g. Apple, Microsoft, Netflix, PayPal, etc.).

t ri C k yo u i n p rOVi d i n g p e rS O n a I Usually sent from public email domain (e.g. Gmail, Hotmail, Yahoo,

ete.) or look-alike domain name. Check this email address carefully!!

information or visiting a fake y /

From: Apple Inc. | <cs@looks_like_apple.com> |
Sent: Wednesday, December 11, 2020 3:10 AM

L]
W e b S I t e e.g. "Hi”, “Are you free?”, “Urgent”, “Overdue”, “Account
. To: You <your email@In.edu.hk=> / Terminated”, “Expired”, etc.

Subject: [Spam—ngh] Your account is expiring Please take extra care if the subject marked with [SPAM].
L] L] L]
e \When vou receive email with T T e e
s HEEE - OTRESHE ATREASEEEE - 2RTEAEERBEETT -

L] L]
\ This tag indicates the email is send from external parties. You should take
u I u I Dear Customer,
) extra care and prevent to open the link or attachment in the email.

Your iCloud account is going to expired. Please use the link below to renew your

I i N k i N t h e eémd i | . R E P O RT t h e account within 72 hours. Otherwise, you will lose yourd\ata on the system.

Subject use general greeting or something urgent.

° ° Click this link te renew your account: Content request you to respond by email or click a link in
case to Immediately. htosy losin ggolecon
\
. e.g. “email me back”, “expired soon”, “click link below",
Regards, “within e hrs.”, “login to confirm”, etc.

* Once confirmed it is a phishing

the bottom of the browser or email application. Don’t trust the link in

email, ITSC will block the sender | sttt e s i
from our system.
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When in doubt, consult ITSC Staff

* Always consult ITSC Helpdesk of
any IT resources and services you
are unsure

 Report any potential incidents
such as Wi-Fi unavailability and
cybersecurity instants to ITSC
Helpdesk

 Browse the guidelines and
manuals under the ITSC website:

IF YOU SEE SOMETHING,
— https://www.LN.edu.hk/itsc SR SORETHE S
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Who to contact and where

e |TSC Service Counter located
at MB402, Patrick Lee Wan Keung
Academic Building

e Email us: itsc@LN.edu.hk

* Place a Service Request at ITSC
Helpdesk System

When are we available

Service Hours (Term Time)

— Mon-Fri: 8:30am - 6:30pm
(except Saturdays, Sundays and public
holidays)
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How to submit a Service Request at ITSC Helpdesk System? (1)

e After logging in to “myLingnan
Portal”, select “IT Corner” and B} S lingnan®i Kk B mylingnan Portal
click “ITSC Helpdesk”

T Corner

22 Home Lingnan University / IT Corner

% Employee

[u] Academic Matters |‘|‘SC;_ibrar~:{f He|pd95k

& Reports
Welcome to

ITSC/LIBRARY Holpdosk( ? ) *

A Information Hub

[ IT Corner
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How to submit a Service Request at ITSC Helpdesk System?(2)

View submitted Incident
Tickets and Service

Home My Activity Service Categories

Requests ) Or key in your problem here
to retrieve relevant forms

Welcome to

Enquiry Report Problerg Request Service Event

Submit an Enquiry or report : Request a Service such as
Incident Ticket such as Hostel 2"y Opening Hours requesting the loan of an

Wi-Fi not available AV equipment

ITSC Coun
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Submit an Incident Ticket

Submit an Incident
Ticket

Report Problem to ITSC
g

Request for
Enter your Incident
Which category of service are you log deta i IS
Select

How does the question impact you? (required)

Select

Can you share your question? (required)

Your guestion will be directed to ITSC support

Attachment(s):

[ Attach Files  or drag and drop files here

Maximum file size: 5.9
Maximum file count: 3

Add attachment(s)

Submit request

Click “Submit request”
- when finished
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Place a Service Request (1)

Select the required

* Request a Service

service from the list

& Browse Services « Q, Start searching Hel

Account Services Show all 36 items >

Account Activation Reset Pt Renewal or + - Add/Remove Delegates for
Access to Applications for Staff/Departmental/ dministrator/Custodian Collection of Computer

r Project/Contractor Account Update < > Account Slip

_ X o Activation Reset for -
Access to Banner Admin Account Activation Reset of e L X
Student Hostel Association ) Alumni Account Reset
Pages Student Account

r—y Accounts

Q

Applications Development

Change of Date for

& ) o l Amendment of Term-End _— e e — Early Release of Term-end

Access to Applications — ) — Conducting the Term-End —

CTLE Checklist Data CTLE Results

Y [y CTLE Survey

Photo Gallery Account Eg Request for Application Smart Card Support

Management Development System
Y —1

—
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Place a Service Request (2)

Checkout

< Search

= Share

AV Equipment On Loan (Student Society/Hostel/Teaching Events)

Request for Quantity Submit request

@ Terms of loan

© Request Details

Request Details

Click “Submit Request” when
finished

Name of Event (required)

Fill in necessary

information
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Useful Links

Lingnan University Home Page

— https://www.LN.edu.hk

ITSC Home Page

— https://www.LN.edu.hk/itsc

Teaching and Classroom Support

— https://www.In.edu.hk/itsc/services/it-facilities/teaching-and-classroom-support
Desktop PC / AV Equipment On-loan for Supporting University Events

— https://www.In.edu.hk/itsc/services/multimedia-and-av-services/av-equipment-on-loan-services
Lingnan Information Security Policy

— https://www.LN.edu.hk/itsc/policies-and-guidelines/information-security-policy
Orientation Materials

— https://www.In.edu.hk/itsc/services/user-training/orientation
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THANK YOU
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