Information Technology Services Centre

Installation of VPN (F5 Access) Client for iOS

1. Open App Store on your iOS device, search “F5 Access” and install it.

< Search

F5 Access

3 F5 Networks, Inc.

@ 0

AGE CATEGORY DEVELOPER LAN
s
17+ —~]
Years Old Business F5 Networks, Inc. + 4

What's New >

Version 3.1.0 9mo ago

- Added support for TLS 1.3 and DTLS 1.2 Protocols

2. Click “Agree” and "Allow" for both terms and notifications.

F5's Terms and Conditions
This application does not collect any
personal data that will be transferred
to the licensor, F5 Networks. Any data
is collected by and remains with the “F5 Access” Would Like to

company that owns andjor licenses the Send You Notifications
BIG-IP product and software. By Notifications may include alerts,

clicking on the agree button below, you * sounds and icon badges. These can be
confirm that you are older than 16 W > C(;'M configured in Settings. ew >
years and consent to F5's End User
License Agreement and its terms and ST
conditions, including the handling of 1eeted Sta Don't Allow

data.

View Terms




3. Click “Add new”.

F5 Access

C

Enterprise VPN
Configuration Add New
Status Disconnected

4. Configure as below.

If you are a staff member:
Description: Staff VPN
Server Address:
https://staffvpn2.ln.edu.hk

and then click “Save”;

pr

Cancel Configure

Description Staff VPN

Server https://staffvpn2.In.edu.hk

Web Logon
Use Certificate
Username

Password

Connect On Demand

If you are a student:

Description: Student VPN
Server Address:
https://studentvpn2.ln.edu.hk

and then click “Save”.

pr
Cancel Configure Save

Description Student VPN

Server https://studentvpn2.In.edu.hk

Web Logon

Use Certificate

Username

Password

Connect On Demand



https://staffvpn2.ln.edu.hk/
https://staffvpn2.ln.edu.hk/
https://studentvpn2.ln.edu.hk/
https://studentvpn2.ln.edu.hk/

5. Click "Allow" to add VPN configurations.

“F5 Access” Would Like to

Add VPN Configurations
All network activity on this iPhone may
be filtered or monitored when using

Don’t Allow

6. Click "Connection".

F5 Access

Enterprise VPN
Configuration VPN ¥
I Connection
Status Disconnected
Wk 111 o




7. When prompted, enter your Lingnan username and password and click “Sign in”.

https://fs.In.edu.hk/adfs/Is/?SAMLRequest=r...

Lingnanii i X &

University #: HongKong

Sign in with your Lingnan account

Username

Password

8. Two Factor authentication (2FA) is required for VPN connection.
(** If you have not registered for 2FA, please act now by visiting this website:
https://www.ln.edu.hk/itsc/services/information-security/two-factor-
authentication) Users who have registered for 2FA can then authenticate via
either (1) Duo Push, (2) Duo Mobile passcode or (3) Bypass Code.

Lingnanii @ X 8

University # Hong Kong

Check for a Duo Push

Verify it's you by approving the notification...

Sent to iOS

)

Other options

Need help? Secured by Duo



https://www.ln.edu.hk/itsc/services/information-security/two-factor-authentication
https://www.ln.edu.hk/itsc/services/information-security/two-factor-authentication

9. Ifyoulogin successfully, the status will change to “Connected”.

F5 Access

Enterprise VPN
Configuration VPN
Connection |:> Q
Status Connected: 00:02:55 ]

Clicking on “Connection” will allow you to disconnect from the VPN.

10. To reconnect to the VPN, click on “Connection”.

F5 Access

c

Enterprise VPN

Configuration VPN

Connection

Status Disconnected




